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Web Application Development



AGENDA
▪ A bit about domain names
▪ A bit about web hosting
▪ A bit about DNS info used in 

web hosting



DOMAIN NAMES

Web Application Development



WHAT IS A DOMAIN NAME?
▪ The human-readable identifier of a web site address
▪ Must be mapped to an IP address
▪ Example: www.cis255.com 

Duh

http://www.cis255.com/


WHY ARE DOMAIN NAMES 
IMPORTANT?
▪ The domain name is an essential part of an organization’s identity
▪ As a corporate web developer you may need to configure domain settings
▪ As a freelance web developer, you may be asked to register or even purchase 

domain names for clients
▪ A domain name can sell for any amount but most domain names sell for 

around $5,000 to $20,000 - premium domains, category killers and short domains 
however can easily command $100,000 or more. See: The top 20 most expensive 
domain names.

https://www.godaddy.com/garage/the-top-20-most-expensive-domain-names/
https://www.godaddy.com/garage/the-top-20-most-expensive-domain-names/


DOMAIN 
NAME
SYSTEM
(DNS) 
ZONES

Image source: 
Wikipedia

Domains are organized into zones
ICANN controls root zone

DNS Root Zone

https://en.wikipedia.org/wiki/Domain_Name_System


ICANN
▪ Internet Corporation for Assigned Names and Numbers (ICANN) - Nonprofit 

organization that controls domain names. HQ in Los Angeles
▪ Internet Assigned Numbers Authority (IANA) - Owned by ICANN until 2016. Before 

ICANN was established, IANA was administered by one person, Jon Postel, at the 
Information Sciences Institute (ISI) of the University of Southern California (USC).
▪ As of 2016 IANA functions are performed by Public Technical Identifiers (PTI), an 

affiliate of ICANN. PTI supports a “global multistakeholder community.”
▪ Sources: https://pti.icann.org/ and http://www.iana.org/ 

ICANN decides who owns domain names and what their IP addresses will be

https://pti.icann.org/
http://www.iana.org/


IETF
▪ The Internet Engineering Task Force (IETF) develops and promotes 

voluntary Internet standards, in particular the standards that comprise the Internet 
protocol suite (TCP/IP). 
▪ It has no formal membership or membership requirements. 
▪ All participants and managers are volunteers, though their work is usually funded 

by their employers or sponsors.
▪ Internet Architecture Board (IAB) is "a committee of the Internet Engineering 

Task Force (IETF) and an advisory body of the Internet Society (ISOC). Its 
responsibilities include architectural oversight of IETF activities, Internet 
Standards Process oversight and appeal, and the appointment of the Request for 
Comments (RFC) Editor. 
▪ Source: Wikipedia

The Internet governed by volunteers

https://en.wikipedia.org/wiki/Internet_standard
https://en.wikipedia.org/wiki/Internet_protocol_suite
https://en.wikipedia.org/wiki/Internet_protocol_suite
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/Internet_Society
https://en.wikipedia.org/wiki/Request_for_Comments
https://en.wikipedia.org/wiki/Request_for_Comments
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force


DOMAIN NAMES
▪ Generic Top 

Level Domain 
(gTLD): COM, 
ORG, MIL, …
▪ Country Code 

Top Level 
Domain (ccTLD): 
US, UL, DE, …

Image source: 
Wikipedia

Second Level 
Domains (SLD, 2LD)

Subdomains

Root Domain
Domain names organized into "levels"

Top Level Domains

https://en.wikipedia.org/wiki/Domain_name


INTERNATIONAL 2LD’S
Example: Republic of Turkey
▪ In Turkey, domain registrations, including the registration 

of second-level domains is administrated by nic.tr.
▪ There 17 active second-level domains under the .tr TLD.
▪ The registration of domains is restricted to Turkish 

individuals and businesses, or foreign companies with a 
business activity in Turkey.
▪ Second-level domains include .com.tr for commercial 

ventures, .edu.tr for academic institutions and .name.tr for 
personal use.
▪ Source: Wikipedia.

ICANN delegates control of lower level domains
IP addresses allocated by country

http://nic.tr/
https://en.wikipedia.org/wiki/.tr
https://en.wikipedia.org/wiki/Second-level_domain


DNS LOOKUP (DNS QUERY)
1. Recursive query for www.whitehouse.gov (A 

resource record)
2. Iterative query for www.whitehouse.gov (A 

resource record)
3. Referral to the .gov name server (NS 

resource records, for .gov); for simplicity, 
iterative A queries by the DNS server (on the 
left) to resolve the IP addresses of the Host 
names of the name server’s returned by 
other DNS servers have been omitted.

4. Iterative query for www.whitehouse.gov (A 
resource record)

5. Referral to the whitehouse.gov name server 
(NS resource record, for whitehouse.gov)

6. Iterative query for www.whitehouse.gov (A 
resource record)

7. Answer to the interative query from 
whitehouse.gov server 
(www.whitehouse.gov’s IP address)

8. Answer to the original recursive query from 
local DNS server to Resolver 
(www.whitehouse.gov’s IP address)

Source: Microsoft

When your computer locates the IP address for a domain, the NS looks through levels of DNS servers

https://technet.microsoft.com/pt-pt/library/cc772774(v=ws.10).aspx


DNS LOOKUP ONLINE

Source: 
whatsmyip.org

You can find your IP address online

Try it 
now!



REVERSE DNS LOOKUP
▪ In computer networks, a reverse DNS lookup or reverse DNS resolution (rDNS) 

is the querying of the Domain Name System (DNS) to determine the domain 
name associated with an IP address – the reverse of the usual "forward" DNS 
lookup of an IP address from a domain name.
▪ Source: Wikipedia.

You can look up the IP address for a domain name, or 
you can look up the domain name for an IP address

Screenshot above from: https://mxtoolbox.com/ReverseLookup.aspx 

https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_name
https://en.wikipedia.org/wiki/Domain_name
https://en.wikipedia.org/wiki/IP_address
https://en.wikipedia.org/wiki/Reverse_DNS_lookup
https://mxtoolbox.com/ReverseLookup.aspx


REVERSE DNS LOOKUP
Your "looked up" IP address might not be your "real" IP address



NETWORK ADDRESS 
TRANSLATION (NAT)
▪ IPv4 address exhaustion is the depletion of the pool of unallocated IPv4 

addresses. Because there are fewer than 4.3 billion addresses available, depletion 
has been anticipated since the late 1980s, when the Internet started to experience 
dramatic growth. This depletion is one of the reasons for the development 
and deployment of its successor protocol, IPv6. Currently IPv4 and IPv6 coexist in 
the Internet.
▪ Network address translation (NAT) is a method of remapping one IP address 

space into another by modifying network address information in the IP header of 
packets while they are in transit across a traffic routing device.
▪ One to many NAT: The router tracks basic data about each active connection 

(particularly the destination address and port). When a reply returns to the router, it uses 
the connection tracking data it stored during the outbound phase to determine the 
private address on the internal network to which to forward the reply.

Routers can manage multiple computers using the one IP address

https://en.wikipedia.org/wiki/IPv4_address
https://en.wikipedia.org/wiki/IPv4_address
https://en.wikipedia.org/wiki/1000000000_(number)
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/IPv6_deployment
https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/Address_space
https://en.wikipedia.org/wiki/Address_space
https://en.wikipedia.org/wiki/Network_address
https://en.wikipedia.org/wiki/IP_header
https://en.wikipedia.org/wiki/Router_(computing)


DNS SPOOFING
Cache Poisoning 
▪ Normally, a networked computer uses a DNS server 

provided by an Internet service provider (ISP) or the 
computer user's organization. 
▪ DNS servers are used in an organization's network to 

improve resolution response performance by caching 
previously obtained query results. 
▪ Poisoning attacks on a single DNS server can affect 

the users serviced directly by the compromised 
server or those serviced indirectly by its downstream 
server(s) if applicable. 

DNS system not perfectly secure

See also: Wikipedia. Article source: The Register

https://en.wikipedia.org/wiki/DNS_spoofing
https://www.theregister.co.uk/2014/01/21/china_dns_poisoning_attack/


DOMAIN SQUATTING
▪ Cybersquatting (also known as domain squatting), 

according to the United States federal law known as 
the Anticybersquatting Consumer Protection Act, is 
registering, trafficking in, or using an Internet 
domain name with bad faith intent to profit from the 
goodwill of a trademark belonging to someone else. 
The cybersquatter then offers to sell the domain to 
the person or company who owns a trademark 
contained within the name at an inflated price.
▪ Cybersquatters sometimes register variants of 

popular trademarked names, a practice known 
as typosquatting.
▪ Source: Wikipedia. 

Profiteers sometimes try to abuse the system

Image source: Fast Company

https://en.wikipedia.org/wiki/Anticybersquatting_Consumer_Protection_Act
https://en.wikipedia.org/wiki/Domain_name
https://en.wikipedia.org/wiki/Domain_name
https://en.wikipedia.org/wiki/Bad_faith
https://en.wikipedia.org/wiki/Trademark
https://en.wikipedia.org/wiki/Typosquatting
https://en.wikipedia.org/wiki/Cybersquatting
https://www.fastcompany.com/1688890/urls-apple-apps-brief-history-cybersquatting


WEB HOSTING

Web Application Development



WHAT IS WEB HOSTING?
▪ A web site is a collection of (1) 

files that can be processed by a 
browser, or(2) programs whose 
output can be processed by a 
browser
▪ Web hosting is a computerized 

storage location that enables 
Web browsers to access files
▪ You can set up a computer in 

your home to store your files 
and programs, but most people 
use a web hosting service. 

Image source: alphahelite.com

http://www.alphaelite.com.sg/sitev2/services/whatiswebhosting


WHY IS WEB HOSTING 
IMPORTANT?
Tradeoffs
▪ Monetary cost
▪ Technical control
▪ Security
▪ Uptime/accessibility
▪ Upload/download speed
▪ Storage space
▪ Analytics
▪ More…

Options
▪ Home server (Dynamic DNS)
▪ Dedicated server. Example: 

GoDaddy.
▪ Shared server Example: GoDaddy. 
▪ Virtual Private Server (VPS). 

Example: Microsoft Azure. 
▪ Cloud. Example: Amazon Web 

Services (AWS)
▪ More…

https://www.howtogeek.com/66438/how-to-easily-access-your-home-network-from-anywhere-with-ddns/


GITHUB PAGES
▪ Free
▪ Can edit files in browser (limited)
▪ Only allows “static” pages
▪ No FTP (File upload, WinSCP)
▪ No SSH (Secure remote login, Putty)
▪ Very accessible to web users (fast 

servers)
▪ No tech support. 
▪ No control over server. 
▪ Version control!



M-DRIVE
▪ Not free. Requires enrollment in 

university. 
▪ Can edit files in browser (limited: 

vdrive)
▪ Allows “static” and limited “dynamic” 

pages (can run PHP scripts, bit no 
MySQL)
▪ No FTP
▪ No SSH
▪ Very accessible to web users (fast 

servers)
▪ ITS provides good tech support. 
▪ No control over server. 

M-drive



CSIS SERVER
▪ Not free. Requires enrollment 

in CSIS department.
▪ Cannot edit files in browser
▪ Allows full “dynamic” pages, 

PHP programs, etc. 
▪ Allows FTP (WinSCP)
▪ Allows SSH
▪ IT department provides 

support (which is good) but 
does not allow control

Image source: ssh.com

https://www.ssh.com/ssh/key/


HOME SERVER

Image source: joseluisgomez.com

Home servers usually require Dynamic DNS

http://www.joseluisgomez.com/home-lab/howto-operate-home-lab-with-a-raspberry-pi/


WORDPRESS.COM
▪ Free
▪ Cannot edit files in browser
▪ Static pages only
▪ No FTP
▪ No SSH
▪ No tech support
▪ Collaboration! (multi-user editing)
▪ Mobile first design!

WordPress.com (online/browser) is not the same as 
WordPress (download/install on hosting/server)

Try it 
now!



WORDPRESS.COM EDITOR
1. Add a page: your topic (title 

should be one or two words)
2. Add a post (current event/info)
3. Update “Topics” Page with link 

to your page and post



GODADDY
▪ Not free. Flexible pricing. 
▪ Can edit files in browser. Use File Manager in 

CPANEL.
▪ Allows “dynamic” pages, PHP programs, MySQL 

databases, many other features
▪ Allows FTP (WinSCP)
▪ Allows SSH
▪ Godaddy provides support (which is good) but does 

not allow control unless you get expensive pricing. 

Hosting services like Godaddy allow developers to 
manage multiple web sites for multiple clients



GODADDY



GODADDY: REGISTER 
DOMAIN NAME



GODADDY: DOMAIN NAME 
TAKEN



GODADDY: WHOIS



GODADDY: WHOIS RESULTS



GODADDY: MULTIPLE 
DOMAINS



GODADDY: DOMAIN 
FORWARDING



GODADDY: FORWARDING 
DETAILS



GODADDY: DNS INFO



DNS TERMINOLOGY FOR WEB 
HOSTING
▪ “A” RECORD – Address Record – Maps domain name to IPv4 address. 
▪ “AAAA” RECORD – Same as above, but for IPv6. 
▪ CNAME RECORD – Canonical Name Record – Alias of one name to another: the 

DNS lookup will continue by retrying the lookup with the new name. CNAME 
records must always point to another domain name, never directly to an IP 
address.
▪ MX RECORD – Message Exchange Record – Maps a domain name to a list 

of message transfer agents (mail servers) for that domain.
▪ NAME SERVER (NS) – Delegates a DNS zone to use the given authoritative name 

servers

Source: dnsimple.com

https://en.wikipedia.org/wiki/Message_transfer_agent
https://en.wikipedia.org/wiki/DNS_zone
https://en.wikipedia.org/wiki/Authoritative_name_server
https://en.wikipedia.org/wiki/Authoritative_name_server
https://support.dnsimple.com/articles/cname-record/


GODADDY: CPANEL



HOW TO DELIVER A 
COMPLETED PROJECT
▪ When you start a project, create a new email account.
▪ Use the new email account to register for all other accounts for the project. 
▪ When the project is complete, give the customer the password to the new email 

account and all other accounts. (And receive payment!)

In the real world



SUMMARY

Web Application Development



NOW YOU KNOW
▪ A bit about domain names
▪ A bit about web hosting
▪ A bit about DNS info used in 

web hosting



THANK YOU
▪ The End


